Abstract: This paper critically analyses various tools, techniques and strategies; and proposes an 'integrated risk management model' that utilises advantages of the best combination of tools, techniques and strategies to manage risks thereby optimising operating costs whilst maximising returns on critical assets in high voltage networks; and physical assets in general. We used a triangulation method involving a longitudinal single case study within Malawian power sector, multiple (34) industrial case studies and sample surveys of selected Malawian and South African industries. It was shown that the electric power industry (70%) lacked a clear systemic maintenance and refurbishment risk management model due to the difficulty in determining optimum combination of tools. They also lacked technical skills needed to apply proactive strategies. The core value of tools is in planning of maintenance and refurbishment; and in contextualising, exploring, assessing, treating and monitoring of risks.
Introduction
This paper was initiated by empirical shortfalls that jeopardised business continuity as observed in the electric power sector in Malawi and South Africa. The paper is case study based with cases from the power sectors, water utilities, manufacturing and government sectors. The power sector case studies included a 132 kV network for Electricity Supply Corporation of Malawi (ESCOM) and a 400 kV network for North West Business unit within Eskom of South Africa. It was noted that maintenance and refurbishment were usually delayed and that there was no clear risk management model for them. It is envisaged that maintenance and refurbishment cannot be separated because "deferred maintenance can lead to repair [refurbishment] costs that are five times the actual maintenance" (Vanier, 2001) . Maintenance systems are socio-technical in nature (Kelly, 1997) hence are prone to risks. "The first step in a life cycle asset management strategy is a risk assessment process" (Bartley, 2002) . Maintenance techniques are essentially business risk management tools. Hence, this paper uses gaps identified in literature review and empirical study results to assemble an integrated risk management model based on asset management (AM) tools and strategies. Sustainability is a central theme in decision making for operating organisations that pursue long term strategies and risk management tools are pivotal to sustainability. Risks cannot be eliminated completely but can be reduced to acceptable levels and the central view of this paper is to establish a model that brings risks associated with physical assets to manageable levels.
Figure 1
The role of asset management in supplying predictive capacity (reliability) (see online version for colours)
Source: Adapted from Mitchell (2002, p.12) The key to optimum AM is the systematic elimination of defects or deficiencies before they lead to major damage and interrupt production (Mitchell, 2002) . Mitchell (2002, p.12) defines the role of AM as to supply predictable or predictive capacity (reliability) that determines that operating and production equipment are performing with optimal effectiveness and reliability. Mitchell (2002) further propounds that the predictable capacity will be available when required to meet schedule, cost and quality commitments; provide the foresight necessary to evaluate the cost/risk/profit balance of future commitments and opportunities; and demonstrates the concept in the light of a manufacturing process as outlined in Figure 1 . There are many benefits of predictable/predictive capacity but two most important ones that relate to refurbishment have been listed as increased asset utilisation and anticipation of equipment ageing effects (Mitchell, 2002) . The British Standard Institution (BS3811:1974) defines maintenance as "a combination of any actions carried out to retain an item in, or restore it to an acceptable condition". Maintenance entails all technical and administrative actions intended to restore an item's functionality (Kelly, 1997) . Refurbishment is an asset renewal strategy/option/process. It is a means to a goal, which is, achieving AM optimisation. The position or hierarchical level of refurbishment within the AM process has been well defined by Electricity Research Institute (EPRI) as a tactical, asset type of solution to distinguish it from non-asset type of solutions like demand management. Mitchell (2002, p. 3) states that, viewed broadly, AM consist of four stages, namely:
a setting business/mission objectives which identify and prioritise opportunities b constructing a strategy and tactical plans c injecting processes, systems, technology, and resources d measuring results in form of reliability or predictable/predictive capacity.
Methodology
A literature review was conducted to identify knowledge gaps existing in industries implementing maintenance practices. A longitudinal single case study within ESCOM was used for primary data capture. Triangulation, involving multiple industrial case studies of ten South African and Malawian firms; and a survey of 34 Malawian companies, was employed to provide comparative perspectives with the longitudinal single case study.
Critical evaluation of tools, techniques and strategies
A critical evaluation of tools, techniques and strategies is necessary before a model can be formulated as it gives insight into their strengths and weaknesses as well as best practices to be employed in the model. It is necessary to apply appropriate tools and strategies for critical assets throughout the life cycle in order to obtain maximum value from them (Mitchell, 2002) . High voltage (HV) assets are considered critical assets. An operations and maintenance view of critical assets is defined as "assets for which the financial, business or service level consequences of failure justify proactive inspection and rehabilitation" (IIMM, 2002) . AM encompasses the principles of Six Sigma, the balanced score card (BSC), reliability centred maintenance (RCM), reactive [breakdown] maintenance, preventive (periodic) maintenance (PM), condition-based maintenance (CBM), proactive maintenance and financial prioritisation in the decision making process [Mitchell, (2002), p.53] . AM is about optimal equipment management whereby a set of disciplines, methods, procedures and tools are used to optimise the whole life business impact of costs, performance and risk exposure (Woodhouse, 2001) . Refurbishment is a means to achieving AM goals, that is, optimisation of the whole life business impact. AM has generally evolved from principles of equipment management. The equipment management has evolved from a largely reactive ('fix it when it breaks') (Mitchell, 2002) approach through PM to CBM and proactive maintenance as shown in Figure 2 . Moubray (1997) attaches time frames to concepts associated with the stages of evolution of equipment management propounded by Mitchell (2002) which have been included in Figure 2 in order to adequately distinguish the current maintenance practices from the practices that were superseded over the years in the evolution process. Philosophies and motivations have also been added to capture underlying principles in various stages of evolution. Four strategies are usually applied in electric utility industries namely: corrective maintenance (CM), time-based maintenance (TBM), CBM, and RCM (Schneider et al., 2006) . CBM leads to high availability with moderate maintenance costs and is mainly applied in extra high voltage (EHV) and HV electric grids but the strategy is slowly being employed in medium voltage (MV) level as well; whereas statistical methods are suitable in low voltage (LV) and MV systems where large number of equipment exists (Schneider et al., 2006) .
Electric utilities apply diagnostic and life assessment techniques but these too have shortfalls and/or uncertainties hence corroboratory tests should be carried out to clarify results using another method or tool (Bhumiwat, 2004) . For example: return voltage monitoring (RVM) does not correlate transformer moisture content with paper degradation as transformer with minimum moisture content may still have poor mechanical integrity. Degree of polymerisation (DP) is invasive and is influenced by ageing. Furan may not be detected at times and there is no universal correlation with DP. Frequency response analysis (FRA) detects transformer winding movement but is unable to indicate mechanical integrity (Vashishtha et al., 1999) . Polarisation index (PI) results may be confusing since low PI has been reported for both good and poor insulation condition (Bhumiwat, 2004) . Dissolved gas analysis (DGA) reveals gases generated due to degradation, for example: acetylene indicates arcing; hydrogen, partial discharges; ethylene, oil overheating by hot metallic contact; and carbon oxides [CO and CO 2 ] are associated with cellulose degradation but uncertainties still exist when DGA alone is applied. Despite the uncertainties DGA, RVM and DP are considered the best set of testing methods amongst conventional methods for HV AM. These validate the need to evaluate diagnostic techniques before selecting the ones to be applied in an industry. Source: Inspired by Mitchell (2002) and Moubray (1997) Authors differ on definitions of tools and strategies but they agree on their fundamental role as risk mitigation measures. For example, RCM has been described as a risk management process (August, 2004) , as a maintenance organisation (August, 1997) and as a tool (August, 1997; Jana et al., 2006) , a methodology (Woodhouse, 2001 ) and a process (August, 2004; Mitchell, 2002) . In this paper, tools are used to describe techniques as well. The suitability of tools depends on the type of industry. For example, RCM is best suited to complex assets/plant and is a very useful tool for establishing maintenance and refurbishment requirements (Woodhouse, 2001; Moubray, 1997) .
However, RCM lacks prioritisation needed for general application in complex manufacturing set up (Mitchell, 2002) ; it is costly to implement (Moubray, 1997) ; it needs aspects of total productive maintenance (TPM) to survive and exploit its full potential (Moore and Roth, 1998) ; it does not provide flexibility and full benefits of probabilistic models (Schwan et al., 2004) ; and it is not capable of showing quantitative benefits of maintenance for system reliability and costs (Bertling, 2007; Hilber, 2008) . Preventive maintenance optimisation (PREMO), based on extensive task analysis rather than system analysis, is claimed to have capability to drastically reduce the required number of maintenance tasks involved in RCM (Areva, 2006) . However, PREMO is simply a streamlined form of RCM which means it has similar weaknesses to the RCM. Reliability centred asset management (RCAM) is a quantitative approach specifically developed to compensate for failure of RCM or PREMO so that the benefits of maintenance for system reliability and costs can be included (Bertling, 2007; Hilber, 2008) . Despite the shortfalls, RCM has been successfully applied in planning of refurbishment and unit life plans by power utilities and process industries (Mitchell, 2002) . The core value of RCM is in answering the questions that need to be asked in order to determine appropriate maintenance strategies (Woodhouse, 2001; Moubray, 1997; August, 2004) .
TPM is most suited to manufacturing and automotive industries although it is finding wide industrial application especially in facilitating buy in and loyalty, asset ownership and cultural change (Woodhouse, 2001; Mitchell, 2002; Tajiri and Gotoh, 1992) . However, the key tenet of TPM, that is, overall equipment effectiveness (OEE) is flawed in that it is not suitable for benchmarking different types of assets and that its percentage calculations are not statistically valid because they assume that all the equipment related losses are equally important and that any improvement in OEE is a positive improvement for the business, which may not always be true (Williamson, 2006) . However, TPM is an important tool set for Six Sigma (Abromowick, 2005) and in instilling cultural change in RCM (Moore and Roth, 1998) . Six Sigma was initially established as a system of quality assurance and has been extended to a business and maintenance process directed to increase effectiveness and customer satisfaction and minimises wastes thereby increasing financial returns (Mitchell, 2002) .
Total quality management (TQM) and Six Sigma enhance quality in processes, in client focus and in teamwork through multi-disciplined quality circles and improvement activities but they lack rule sets and tools to link diagnosis of a problem to the best solution and the right amount of that solution (Woodhouse, 2001) .
Risk-based inspection (RBI), mostly hydrocarbon-industry-focused with wide emerging applications, is a tool that systematically assesses the criticality of static equipment to facilitate choice of appropriate condition monitoring (CM) methods (Woodhouse, 2001 ). However, the RBI is weaker than the RCM in that it is unable to determine how much to spend on the inspection or condition monitoring (where cost/benefit/risk trade-offs must be considered), and in pointing to the alternative risk treatment options (Woodhouse, 2001) .
CBM helps to schedule maintenance as per need and enhances cost effectiveness in the maintenance (Mitchell, 2002) . CBM is very applicable to electrical utilities, e.g., in power transformers. However, CBM is restricted to most critical assets such as EHV and HV due to its high initial investment costs (Schneider et al., 2006) .
Failure mode effect analysis (FMEA) and failure mode effect and criticality analysis (FMECA) can be performed separately but they are often part of the RCM (August, 2004; Moore and Roth, 1998; Keeter, 2003) . The FMEA is a procedure that establishes potential failure modes and classifies them according to severity; whereas the FMECA is a procedure by which each potential failure is analysed to determine how the failure is detected and how actions to repair the failure are taken (MIL-STD-1619A). The FMEA and FMECA are good risk prioritisation tools and they help to improve maintenance, safety and efficiency thereby reducing life cycle costs. However, being analytical, their successful application in complex systems entails simplifications such as reduction of failure modes which tend to omit some cascade failures and renders results devoid of systemic view.
TBM or planned PM is best known for preventing outright failure especially where risk and fatalities are to be avoided but almost 50% of predefined maintenance tasks involved do not add any economic value, are wasteful and do not reveal broad component failure distributions since they base decisions on average values (Mitchell, 2002; Murray, 1999) .
Root cause analysis (RCA) applies a number of methodologies to investigate single or multiple failures but its success depends on enablers like motivation, recognition and continuous improvement culture (Moubray, 1997) .
Alignment of assets with corporate objectives has been cited as one of the greatest challenges facing asset managers in the power industry (Schneider et al., 2006) . Metrics can help in the alignment process by measuring industry performance, operating effectiveness, key performance indicators (KPIs), reliability management, work process efficiency and programme effectiveness, as outlined in Table 1 , but selection of the right metric is a challenge if corporate objectives are not clearly set (Mitchell, 2002) . (Mitchell, 2002) . MTBR is equal to MTBF minus MTTR. For non-repairable components MTTF is phenomenal to MTBR. Similarly, most often power generating industries use effective forced outage rate (EFOR) instead of loss margin which is the most effective (Mitchell, 2002) . Other metrics which are similar to loss margin are loss of load expected (LOLE) and loss of energy expected (LOEE) (Billinton and Allan, 1988) . The shortfall of EFOR and MTBF is that neither of them is able to identify the ability to operate when required, where the Loss margin is strong; hence the loss margin is a better measure of effectiveness than either EFOR or MTBF (Mitchell, 2002) . The way MTBF and MTRR interact to increase equipment availability for both repairable and non-repairable assets and equipment is shown in Figure 3 ; where availability, A is mathematically presented as: Notes: Mean time between repair (MTBR) applies for repairable items; whereas mean time to failure (MTTF) applies for non-repairable items. To increase availability, MTTR or time to retrofit/replace components should be reduced.
The asset management plan (AMP) is a useful data collection, monitoring and improvement tool (IAM, 2002) . The BSC, if correctly used, is a useful top-down method for providing strategic feedback, enhancing shared vision of management teams by presenting strategic performance measures (Mitchell, 2002) . Top-down, bottom-up (TDBU) approach is used to review maintenance strategies and life cycle management plans (LCMP) by identifying plant operating characteristics and degradation mechanism (Kelly, 1997) . Charting techniques such as cause and effect (Ishikawa) diagrams, control bands and Pareto charts can be used for prioritisation and improvement purposes so that efforts are directed to higher value opportunities (Mitchell, 2002; Schuman and Brent, 2005) . Decision support tools (DST) (for operations and maintenance data) are necessary for improving efficiency of AM but their success and selection of the best tools for refurbishment of a given asset portfolio depend on staff experience, skills, design information and competencies to carry out RCA (Mitchell, 2002) . Computerised maintenance management system (CMMS) is a common DST used in industry but it fails to achieve optimisation because although it is capable of storing inventory data, it is incapable of life cycle costing, service life prediction and risk analysis (Vanier, 2001) . The major challenge encountered in integration of DST in AM is to optimally link crossfunctions within an organisation; and an open system helps to minimise the challenge as it eliminates the need for proprietary software (Mitchell, 2002) .
Operational reliability is a multithreaded improvement strategy (Moubray, 1997) with the capability to optimise integration of people, processes, equipment and technology (Schuman and Brent, 2005) . However, it is weak at analytical treatment of equipment data and risk because it heavily depends on maintenance models such as RCM and RBI which do not provide probabilistic modelling required for comprehensive AM (Hilber, 2008) . Opportunity driven cost savings (such as safety, reliability, quality) offer quick wins for sustainability (Mitchell, 2002) . These can be enhanced by triple bottom line (TBL) (that is, financial, social and environmental bottom-lines) and AM practices in general as a checklist for good corporate governance.
Discussion and analysis of results

Overview of application of tools in industry
Research results showed that 70% of the firms employed tools, processes and strategies that are traditional and reactive hence they did not optimise refurbishment. A BSC based on a Likert scale of 1 to 5 for 34 respondents showed that the firms were driven by profitability thereby neglecting issues that ensured sustainability such as development of technical skills base as demonstrated in Figure 4 . For example, none of the 34 largest firms (including the electric utility) surveyed nor case studied in Malawi employed RCM for prioritisation of maintenance of their complex assets. Only 6.1% integrated CBM with PM. Companies that were case studied in South Africa, however, employed RCM or at least stipulated it in their maintenance management frameworks. An AMP is a document outlining the core business assets and risks, maintenance strategies, LCMP, financial management processes, improvement plans; non-asset type solutions, e.g., demand management, insurance, etc., as outlined by IAM (2002) . An AMP is important for life cycle management but 94% of industries in South Africa and Malawi did not have AMPs or mistook documented maintenance programmes for AMPs. These results motivated the development of an integrated refurbishment risk management (IRRM) model that is advanced in this paper. 
Application of tools in risk management model
Optimum maintenance and refurbishment demands a combination of best tools which is a hard task to accomplish. An IRRM model for refurbishment, shown in Figure 5 , is a demonstration of best practice application of AM tools in management of critical assets using the power sector in Malawi and South Africa to validate the model. It is envisaged that the tools can optimise maintenance and refurbishment tasks and projects, respectively, in any industry because it is based on lessons from research results and empirical data drawn from various sectors.
Risk management process has seven stages, namely: risk context, risk identification, risk exploration, risk assessment, monitoring and review; and risk reporting and communication.
This section demonstrates the application of tools that help in the formulation of the IRRM model with reference to Figure 5 . In Figure 5 , the stages in the IRRM model are clearly represented by stage numbers. Furthermore notes have been added to make the model self explanatory. All core risk management processes have been shown by solid text boxes and solid arrows, whereas all tools have been represented by dotted text boxes and arrows.
Stage 1 is establishment of context and involves establishing boundaries, objectives and functional interactions; establishing and describing key processes and whether anything changed in the environment with time. Tools employed in this stage include TDBU technique as propounded by Kelly (1997) to identify plant operating characteristics, degradation mechanisms (which can be used to review maintenance schedules); to examine windows of opportunity for maintenance and refurbishment; to review existing life management plans so as to form new life plans; to outline metrics to measure performance, for instance, return on investment (ROI) to measure the ability to retain shareholder value and MTBR to measure reliability; to construct a BSC used to provide shared vision and strategic feedback; to employ TQM principles for team-work and process improvement capability; to apply TPM aspects such as autonomous maintenance philosophy for ownership of, buy-in and loyalty to firms facilities and systems. The output from this stage is compilation of the risk landscape that is used in Stage 2. Stage 2 is risk identification where risks associated with the context are established and risk champions are identified. In this stage, an AMP plays an important role of data collection, providing vision, mission and strategy that is used to determine the type of systems to use and risks to mitigate. AMP and metrics are necessary for alignment of assets with corporate objectives. Stage 3 is risk exploration where cause, consequence and impact of risk are explored. For this reason, RCM is employed to establish maintenance and refurbishment requirements; to expose hidden and evident failures; and for criticality prioritisation. The RCM also applies other tools such as FMEA and FMECA; hence, there is a link between RCM and FMEA/FMECA in the model. The RCM further provides a concise summary of questions about asset operating context so that appropriate strategies can be formulated such as: in which way does it fail to fulfil its function (failure mode)? What happens when each failure occurs (failure effect)? In which way does each failure matter (failure effect/impact)? Table 2 FMECA applied to a hydropower plant Table 2 . The FMECA example (Table 2) is based on a case study of a generator cooling water pump motor for a hydro electric power station at ESCOM. In the table, estimates of probability, severity and detection are respectively, 40%, 9% and 7%. Probability is the likelihood expressed as a percentage (1 to 100%). Severity is expressed on a scale of 1 to 10 where 1 is low and 10 is high severity. Severity of impact for a particular subject matter being subjected to risk never changes; for instance a risk that may lead to fatality remains so in any case. Detection is also expressed on a scale of 1 to 10 where 1 means easy to detect such as one that requires an operator to detect; and 10 means most difficult to detect such as one that requires a specialised consultant to detect. In the FMECA (Table 1) , the three parameters (probability, severity and detection) should be combined or rated by multiplying them with each other to form a risk priority number (RPN). The estimation and rating should be done based on current measures (before risk treatment) and then repeated after the risk treatment or after proactive measures or controls are executed for comparative evaluation of the risk treatment measures. Closing remarks have been endorsed to evaluate whether the measures (from changes in RPN values) are effective or not. From Table 2 , the current measures include periodic inspection which results in a RPN of 25.6 but by applying CM as a proactive (control) measure, the RPN reduces to 1.8. That shows that the proactive measures are very effective. However, reactive measures have also been put in place in form of redundancy in order to increase security against risk of unavoidable failure. A cost factor, based on premises that some failure modes may have low RPN but are more expensive than those with high RPN (that is, low probability-high consequence failures), can be introduced to weigh the importance of the risk of one plant compared to another as Bartley (2002) showed. Bartley (2002) advances a risk index (RI) instead of RPN. RI is a product of consequence factor (CF) and probability factor (PF) commonly used in power transformers. The RI is expressed as follows:
where CF = (Cost × Consequence Index).
In addition, some decision criteria are employed in Stage 4 (a) and 4 (b) to evaluate acceptability of residual risk and in determining whether new risk control measures need to be put in place or not. These criteria are cost benefit analysis (CBA) and net present value analysis (NPVA). Another criterion adopted is RBI. RBI is essentially employed to establish appropriate CM techniques.
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For old equipment, NPVA considers costs such that instead of cash inflow, operating expenses and the tax credit on operating cost (OPEX) are used. As expenses, these are exempted from tax in the same way depreciation is exempted thereby raising the cash flow. For analysis of Table 4 , assumptions made for the NPVA are: plant life (n) = 36 years; net discount rate (r) of 6%; and tax rate of 29% (for tax credit on OPEX). NPVA for OPEX of 11 old CBs based on tax credit on OPEX, preventive or periodic maintenance task (PMT) and major overhaul task (MOT) schedules, for the do nothing (business as usual) approach was R 12,989,833 (South African Rand) and for breaker replacement options based on capital cost of R 16,504,432, PMT and MOT was R 12,766,114. OPEX savings are found by subtracting the NPV of OPEX for old air blast CBs from the NPV of new SF 6 CBs which results in R 223,398 as detailed in Table 4 .
Furthermore, on Stage 5, reduction involves control measures that reduce risk likelihood and/or consequences to acceptable levels; for instance training in essential technical skills; fitting surge arrestors, repairing; and non-asset interventions such as load and demand management. Transfer as a risk treatment option entails shifting risk to third party through insurance and contractual arrangements; or shifting assets from place of less importance to those of great strategic importance.
After Stage 5 an important decision box is included in the model, and the question to answer is: have control measures worked? If they have not worked then Stage 4(b), second risk assessment must be executed where RCA is applied to detect the underlying cause of poor reliability. If the measures have worked then Stage 6, monitor and review, is undertaken where periodic reviews and meetings are reinforced by RCM, FMEA and FMECA to prioritise and classify failure consequences. They are also reinforced by AMP to align critical assets with corporate strategy. The purpose of these tools is the same as in Stages 2 and 4.
Stage 7 is the final stage, comprising reporting and communicating risks. Issues of social, financial and environmental sustainability related to the risk profile and management are tackled in this stage. Hence, TBL (social, financial and environmental sustainability) is linked to this stage to provide a checklist for good corporate governance. Specifically, an organisation's management should disclose how its operations have impacted on the environment in terms of disposal of used lubricants and hazardous substances in its annual reporting. The output of the IRRM model is capable of generating and assigning values to risks (risk ranking) which can be used for tracking improvements and benchmarking as validated by senior management of ESCOM.
Conclusions
It is envisaged that the IRRM model ( Figure 5 ) advanced in the study can apply not only to maintenance and refurbishment processes but also to all AM processes in industries.
Output from the IRRM model should be able to generate and assign values to the risks analysed in order to form a basis for benchmarking and improvement. This is possible from tools and techniques such as the TDBU approach, FMECA, metrics and strategic solutions such as technology choices. If applied objectively, a BSC can assist companies to get a holistic view of their AM practices and to leverage change appropriately. Henceforth, maintenance tools, strategies and techniques play an important role in contextualising, exploring and assessing risks so that operating organisations guard against devastating surprises and ensure sustainable business continuity as demonstrated from research and the IRRM model piloting.
